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OCOBJIMBOCTI OIJIA Y HUDPPOBUX MATEPIAJIIB 3 BIIKPUTHUX
JUKEPEJI MEPEXI «IHTEPHET» 3A ITPOTOKOJIOM BEPKJII

Cmammrio npucesueno 3 aCy8anHio CymHocmi 0210y yugposux mamepianie 3 6i0Kpu-
mux oxcepen mepexci «lnmepuemy y kpuminanonomy nposaoxcenni. Ilpoananizoeano nopmu
KIIK Vkpainu, [Ipomoxon Bepkni ma naykogi oxcepena, 3a pe3yivmamamu 4020 8U3HAYe-
HO 3axo0u, AKi C1i0 excusamu nio yac pooomu 3 yugposumu mamepiaiamu 3 GIOKpUMUX
Oorcepen. Akyenmosano yeazy Ha HeoOXiOHOCMI excumms 3ax00ig be3neku nio yac poobomu 3
yughposumu mamepiaramu. Bupobneno npakmuuni pexomernoayii ujo0o 0iti ciouoeo nio yac
0211510y YUDposux mamepianis iz GIOKpUMuUX oxiceper.

Knrwowuosi cnoea: kpuminanohe nposaddicents, 00cy0o8e po3ciily8anHs, 00KA3VE8AHH,
o0okasu, criouul, 0210, Komn 'romepHi 0aui, yugposa ingopmayis, yugposi mamepianu 3
8IOKpumMuXx 0dicepeln, eleKmpoHHi (yugposi) doxasu, yugposi dawi, 8ioKkpumi dxicepena yug-
poesoi inghopmayii, I[lpomoxon Bepki.

CroroziHi «BenuKuil MacuB iH(pOpMaIi 30epiraeTbes y BIIKPUTOMY JOCTYI1 B MEpexki
«IHTEpHETY 1 € JOCTYNHUM JIJIs1 HEOOMEKEHOTO KOJIa KOPUCTYBaviB. Byab-XT0 3a 10OMIOMOT010
nuIie cMapTdOoHy MOXKE CTBOPUTH MTOBITOMIICHHS, (POTO3HOMKY, ay/1i0- UM BiJI€O3aIuC Ta 1Mo-
HIMPUTH HOTO B COLIIaTbHUX Mepexax, BIACHUX CalTaxX 1 TAKUM YMHOM IMOJALTUTHUCS CBOIMHU
TyMKaMH, TOAIsIMUA. AJie 151 5K iHpOopMaLlis MOKe MaTH 3HA4€HHS Ui KPUMiHAJIBHOTO IPO-
BajukeHHs [1]. st Toro, mo6 Taka iHGopMaliis HaOyja TOKa30BOr0 3HAUYEHHS, 11 MOTpiOHO
310paru B nependaueHomy KIIK Ykpainu nopsaky.

AHaJi3 ocTaHHIX a0caimKeHb i myomikamiii. [TporecyansHuM Ta KpUMiHATICTHIHUM
0COOIMBOCTSIM 30MpaHHs Ta BUKOPUCTAHHS €JIEKTPOHHUX (IIU(PPOBHX) J0KA31B Y KPUMIHAIb-
HOMY TPOBA/IKEHHI HEOTHOPA30BO MPUCBAYYyBaiu cBoi podotn M.B. I'ynamok, FO.FO. Op-
noB, T.I. ®omina, J[.M. Llexan, C.C. UepHsBCbKUiI Ta iH.

OxkpeMi acTieKTH BUKOPHUCTAHHS ITU(POBUX TAHUX 13 BIAKPUTHX JPKEPEIT IT1J1 4ac PO3CIIi-
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JyBaHHS KpUMiHAJIBHUX MTpaBonopymens nocaianin [.B. bacucra, JI.B. I'aBpuiiok, A.B. I'yT-
HUK, A.5. Xutpa [1]. [Ipouecyanbuuii mopsa0K, TAKTUKY MPOBEICHHS OIVISy KOMIT FOTEPHUX
JTAHUX Ta OCOOJIMBOCTI MPOBEIEHHS OMIAAY BeOpecypciB SIK Pi3HOBUAY OINIATY KOMII IOTep-
HUX JIaHUX TPyHTOBHO po3kpuB A.B. Koanenko [2; 3; 4]. MiHimManbHi cTaHIAPTH IS OLTY-
Ky, 30upaHHs1, 30epiraHHs, MepeBipKy Ta aHaIi3y TaKUX MarepiamiB okpecieHo y IIporokori
bepkuti, sikuil € nuie NpakTHYHUM MOCIOHMKOM 3 BEJICHHS PO3CIiyBaHHS 3 BUKOPUCTAHHIM
BIAKpUTHX IU(PPOBUX NaHMX [5]. 3a pe3ynpratamu aHallizy CyAOBUX pPIlICHb Ta MarepiaiiB
KpUMIHAJILHUX MPOBAKEHbh MOYKHA KOHCTATYBaTH, 110 CHOTOHI CJIIIY1 Mi Yac JOCYI0BOTO
pO3CITiTyBaHHs PI3HUX KaTeropiil KpUMiHaJIbHUX MTPABONOPYLIEHb KEPYIOThCS HaBEAECHUMH B
[Tporoxomni bepkii pekoMeHIamisiMu 111010 30UpaHHs, 30epeKeHHsI Ta BAKOPUCTAHHS B KPUMi-
HaJLHOMY MPOBA/KEHHI ITU(PPOBUX JTAaHUX 13 BIAKPUTHX JKEpel. JloTpuMyBaTHCs BU3HAUYECHOT
B [IpoTtokomi bepkii nmocnigoBHOCTI Ji# 110710 300py Ta 30€pe’eHHsI OTPUMaHUX IU(PPOBUX
JIAHUX 1 HEOMyIIEHHs BUAaleHHs iH(opmarii 3 Mepexi «[HTepHeT» peKOMEHAYIOTh 1 Cyai
KacamiitHoro kpuminaibHOTO cyny y ckiaai Bepxosunoro Cymy [6]. [lomanbiie mocmimkeH-
HS L[bOTO MUTAHHS 3yMOBJIEHO BiJICYTHICTIO HaJIe)KHOTO MPABOBOTO PETYIIOBAHHS MOPSJIKY
oIy UU(pPOBUX MaTepialliB i3 BIAKPUTHX JUKEpeT Ta YHi(IKOBAaHOTO MOPSAKY 30UpaHHS i
BUKOPHUCTAHHS ITU(GPOBUX MaTEPiaiiB 13 BIAKPUTUX JHKEPE SIK JOKa31B Y KPUMIHAIBHOMY TTPO-
BaHKEHHI.

Memoto cTaTTi € NOCHIPKEHHS] KPUMIHAJIBHUX MPOIECYaAIbHUX Ta KPUMIHATICTUYHUX
ocobmuBoCTEH oMLy HMU(PPOBUX MaTepiaiiB 3 BIAKPUTHX JpKepen mepexi «lHrepHeT» 3
ypaxyBaHHSAM aKTyaJbHOI CIIi140i MpaKTUKH, nojoxeHb [IpoTokony bepkii Ta BupoOieHHs
NPaKTUYHUX PEKOMEHIAIIN 1010 TOPSIKY MPOBEACHHS Ta (DiKCyBaHHS i€l ciiquoi (po3mry-
KOBOT) 11 CJITYMMH TT1/1 Yac JOCYIOBOTO PO3CIiTyBaHHS.

Buxksaa ocHoBHOro Martepiady. [lepenycim ciif 3°sicyBaty, 1110 pO3yMi€ThCs i1 BIIKPH-
TUMH JpKepernaMu 1udposoi indopmanii. Y IIpotokomni bepxii BuokpemiieHo Buan g poBoi
1H(DopMaIii 3 BIIKPUTUX JHKEpPEN 3aJIeKHO BiJl CIOCOOY i1 OTpUMaHHsA, a came IMUISIXOM CIIO-
CTEpEKeHHs, KyIiBIIi Ta 3BepHEHHS 13 3aUTOM. Takoro iH(opmartiero Moxxke OyTH: 1) KOHTEHT,
SKUHA MOXXHA OTPUMATH TEPEHIIOBIIA HA BIAMOBIAHUN CANT 13 BUKOPUCTAHHSAM OyIb-SKOTO
0€3KOIITOBHOTO BeOOpay3epa; 2) KOHTECHT, KM MOKHA OTPUMATH IIIIXOM BXOIy a0o 3ape-
€CTPYBABILUCH HA OHJIANH-TUIAT(GOPMI 3 METOIO JOCTYITY /10 HHOTO Ta HOro nepensny; 3) iH-
dopmartis, sika 3HAXOAUTHCS HA TUIATHUX TaTopmax, abo Ha maropmax, y SKuX J0IaTKOBI
(GYHKITIOHAJIbHI MOXJIMBOCTI Ta JJOCTYII JI0 JAHKUX € TUIATHUMHU; 4) 1H(hOopMallis, sika 3HAXOIUTh-
cs B 0a3ax JaHUX Ta Ha Mmiaatdopmax, siKi MOXKYTb OyTH JTOCTYITHUMHU JUIs BCIX IPEICTaBHUKIB
IPOMa/ICHKOCTI JIMIIE HA IUIaTHIM OCHOBI; 5) iH(OpMaIlis, OTpUMaHa 3a 3aIUTOM, 3 SKUM MOXKE
3BEpHYTHCS OyIb-sika 0co0a /10 AepKaBHUX OPTaHiB, SIK1 MAIOTh IOPUINYHI 3000B’ I3aHHS BiJI-
MOB1/IaTH OJTHAKOBO BCiM 0co0am, 11o/10 myOniyHoi iHpopmallii BiIMOBIAHO 10 3aKOHOAABCTBA
npo iHpopmariro [5]. ToOTo «BiakpuTi mKepena nudpoBoi iHGopMarii e — Mesia, coriaibHi
Mezia, BeOcalTH, reonpocTopoBi miaropmu, 6a3u nanux, oQiriiHi 1aHi Ta iHII1 aThOpMH,
Ha SKMX MOXKHA CIIOCTepiraru, KymyBaTH abo 3alMTyBaTH 3arajbHONOCTYNHY 1H(OpMALiio»
[1,c.233].

Bognouac moTpiOHO 9iTKO pO3yMmiTH, IIO PO3BiJKa 32 BIAKPUTUMH JKEpellaMUd HE BH-
KoHye (yHKIIT 300py iH(popMarlii, OB’ s13aHOI 13 IpollecaMy PO3CiiAyBaHHs, BCTAHOBICHHS
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€JIEMEHTIB Pi3HHUX 3JIOYUHIB. «...3BICHO, III0 PO3BiJKa 32 BIAKPUTUMH JHKEPETaMU MOKE Oy TH
3aCTOCOBHOIO JIJIsl BUPIIICHHSI TUTAHHS PO BXKUTTS 3aX01B 3a0€3MeUeHHs Oe3MeKH (3aXUCTy
CBIJIKIB) Ta SIK JOB1JIKOBa 1H(OpMAIIist 7151 MPUAHATTS pitneHs Tomo» [1, c. 233; 5, c. 26].

OxpimM TOTO, MiJl Yac BUKOPUCTAHHS U(PPOBOI iH(POpMaIii 3 BIAKPUTHX JHKEPET MEPExKi
«Iarepuer» ciin kepyBarucs ct. 84 KIIK Ykpainu, 3riHO 3 KOO  «J0Ka3aMH B KPUMIHAJb-
HOMY MpOBAPKEHHI € (JaKTU4HI JIaHl, OTpUMaHi y nepeadadyeHomy nuM Kojekcom mopsiziky,
Ha MiCTaBl SKUX CIIAYHMA, POKYpPOp, CIITUMNA CyANsl i CyJ BCTAHOBIIOIOTH HASBHICTH YM
BIJICYTHICTh (haKTiB Ta 0OCTaBHH, 110 MAIOTh 3HAYEHHS JUISI KPUMIHAJIBLHOTO MPOBAHKCHHS Ta
HiJIATal0Th 10Ka3yBaHHIO» [7].

VY kpuMiHaIbHOMY TIpoleci YKpaiHH OJHHMM i3 Croco0iB BHSBICHHS Ta (ikcarii Bino-
MOCTEH 111010 00CTaBUH BUMHEHHS! KPUMIHAJIBHOTO MPABONOPYLICHHS € TPOBEACHHS Mepe-
6auenoi ct. 237 KIIK Vkpainu ciiggoi (po3mrykoBoi) aii — orany. Ha nymxy A.B. Kosa-
JIeHKa, Taka clijya (po3IIyKoBa) Jis 3a3BUYail CIIPSMOBaHA Ha JOCHIHKEHHS Ta (iKCyBaHHS
MarepiaabHOI 0OCTAaHOBKHU 1 € HE3aMIHHUM IPOIIECYaJIbHUM 3aCO00M OTPHUMAHHSI JOKA30BOi
I opieHTyr04O01 iH(pOpMaLlii BiJ] 00 €KTiB MarepiajgbHOro cBity. [IpoTe, choroaHi HaATO YacTo
B CIIIIYMX BUHHUKAE HEOOXIMHICTh y MEXaX KPUMIHAIBHOTO MPOBAKEHHS TOCIIIUTH 3MICT
1H(hOopMartii 3 BIAKPUTHX JDKEPEN Mepeki «[HTepHEeT», 110 MICTUTHCS B TTaM’ IT1 KOMIT FOTEPHOT
TEXHIKU TaKUX IPUCTPOIB UM 00poOIIs€TbCS HUMU. 3 yXBaJleHHAM 3akoHy Ykpainu «IIpo BHe-
CeHHs 3MiH 10 KpuMmiHanbHOTO mporiecyanbHOTo Kojlekey Ykpainu ta 3akony Ykpainu «lIpo
€JICKTPOHHI KOMYHIKAIIi1» 1010 MiIBUIIEHHS ¢()eKTUBHOCTI JOCYIOBOTO PO3CIIIIyBaHHS «3a
rapsuuMu ciiiaMu» Ta npotuaii kibeparakam» Bif 15 Gepesns 2022 p. Ne 2137-I1X Taka
iHpopMalis JicTana Ha3By «KOMIT IOTEPHI aHi», a mpoueaypa ii BuiIy4eHHs, (GiKCyBaHHS Ta
OIIEPaTUBHOIO JOCIIPKEHHS CTajla HOBUM JIEraJIbHO BU3HAYEHUM BUIOM OIVISIAY — «OIJISLAOM
KOMIT FOTEpHUX AaHuX» [3].

Tepmin «xomn romepni daniy Bu3HadeHui y cT. | KoHBeHIIii mpo KiOep3IOuYnHHICTb, SIK
Oynb-sike TipecTaBieHHs GakTiB, iHGopmarlii abo KoHIENIii y Gopmi, SKa € TPUAATHOIO JIsI
00pOOKH B KOMIT IOTEpHIiH cUCTEMI, BKIIIOUAIOUN IPOTpaMmy, SKa € MPUAATHOIO JJIs TOTo, 100
CIPUYMHUTH BHKOHAHHS MEBHOI (YHKIII KOMIT FOTepHOIO cucteMoro [8]. Sk ybadaeTbes 3i
3micty KonBeHl1ii mpo KiGep3a04uHHICTb, KoMn tomepHa cucmema — 1e Oyab-sIKUid IPUCTPii
a0o0 rpyma B3a€MOIOEIHAHUX a00 MOB’A3aHUX MPUCTPOIB, OUH UM OLIBIIE 3 TKUX BIAMOBIJI-
HO 10 TIEBHOT IPOTpaMy BUKOHY€E aBTOMaTHYHY 0OpoOKy naHux [8]. Po3kpuBaioun CyTHICTb
koM roTepHuX nanux, A.B. KoBanenko 3a3Havae, 110 3a CBOiM BU3HAYEHHSIM II€ € 1H(pOpMa-
1i€10, sika Oyra 3amudpoBaHa 111 00pOOKH JIOTTYHUMH ITPOLECOPAMH KOMIT FOTEPHOT TEXHIKH
1 B OpUTiHAJILHOMY BUINIAII HE MOXe OyTH CIIpUHHSATA OpraHaMH 4yTTs JonAuHU. Tomy 6es-
nocepeonboM)y OOCIIOHNCEHHIO YNOBHOBANCEHUMU 0CODAMU NiOsA2aE Gi3YalbHe ma ay0iogizy-
anbHe BUPAICEHHS KOMN TOMePHUX OaHUX Nicjis ix iHmepnpemayii 3acobamu Komn romepHoi
mexnixu [3]. 3 onisily Ha 3a3Hau€HE MOXKHA KOHCTATyBaTH, IO yughposi oawi/inghopmayis/
mamepianu 3 8I0KpUMUX 0xcepei € 00OHUM i3 8UOI8 KOMN TOMEPHUX OAHUX.

3rignHo 31 ct. 237 KIIK Ykpainu orsig KoM FOTEpHUX JaHUX MTPOBOIUTHCS 3 METOIO BH-
SIBIICHHS Ta (ikcallii BiIOMOCTEH 11010 00CTaBHH BUYMHEHHS KPUMIHAJLHOTO TIPABOMOPYIIIEH-
Ha. O nudpoBUX MarepiaiiB 13 BIAKPUTHX JDKEpEn Mepexi «[HTepHeT» YMOBHO MOXKHA
MIOJILIMTH Ha TaKl €Tallu:
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1) monryk HeoOxinHO1 iH(popMalii Ha BEOCTOPIHII, SIKa Ma€ 3HAYCHHS JIJIs1 KpUMiHAJIBHO-
T'O MPOBAJKEHHST,

2) Ge3nocepeHii OIS, SKHI BKIIOYAE:

- (pixcaniro iHpopmaii, sika po3milieHa Ha OIVISIHYTiH BeOcTopiHti, Ta xoxy CP/] B mpo-
TOKOJI1 OTJISATY 3 BIOOPayKEHHSIM IOCIIJOBHOCTI BCIX JIiH IMi/T Yac MIPOBEICHHS OTVISIY;

- 30epekeHHs IU(POBUX MaTepialiB 13 BIAKPUTUX JUKepell, siKi OyayTh BUKOPUCTOBYBA-
THUCS K JI0Ka3 Yy KpUMIHAIBHOMY TPOBAKEHHI;

- popMyBaHHS JOJATKIB 10 IPOTOKOIY OTJISITY.

Koxxuuit 13 iux eramiB nepeadadae KOMIIEKC 3aX0/1B, SIKi HEOOX1THO BKUTHU TPHU MiAT0-
TOBLU JUIA TX 31HCHEHHS.

Tak, y Ilporokomni bepkii inerbes, mo ciiadi, Kl MPOBOJAATH PO3CIiAyBaHHS 3 BUKO-
PHUCTaHHAM JJAaHUX Y BIIKPUTOMY JOCTYTII, IOBUHHI PO3IIOYMHATH PO3CIIyBaHHS B IHTEPHET]
JIUIIIE TIICITS BYKUTTSI IEBHUX I1ATOTOBYUX 3aXOJIB, SIKi BKITFOYAIOTh:

1) nposeoenns yugposoi oyinku 3a2po3 ma pusuKis.:

- 1100 BU3HAYUTH 3arajbHi Ta KOHKPETHI 3arpo3u, skl MOXYTh BUHUKHYTH B Pe3yJbTaTi
TiSUTPHOCTI B IHTEPHETI, 30KpeMa BiBIAYBaHHS IIIIbOBUX BEOCAMNTIB, MOCTIHHOTO MOHITOPHH-
Iy KOHKPETHHUX JDKEpel a00 BUITyUeHHS JaHUX 13 maTtdopm coriaabHux Meaia. OmiHky mud-
POBHX 3arpo3 1 pU3MKIB CJIi/1 311HCHIOBAaTH KOHCYIIBTYIOUHCH (200 13 3aJy4eHHsIM) clierianicra
13 kibepOe3neku;

2) nposedents oyiHKU yugpposoeo cepedosuwya:

- CIiT91 TOBUHHI PO3YyMITH IIU(PPOBE CepeOBUIIE AOCTIIKYBAaHOI CUTYaIli1 (THIT TOCTYTI-
HOI Ta BUKOPUCTOBYBAHOI TEXHOJIOTI1, Y TOMY YHCIIi KUM BOHA BUKOPUCTOBYETHCS ), III0 MaTH-
M€ BIUTUB Ha THITH JOCTYITHUX IIU(PPOBHUX JTaHUX;

3) po3pobKy naamny OHAQUH-PO3CIOY8AHb, AKUL Mae oxonaoeamu. 1) 3aranbHy cTpate-
Tif0 po3ciiyBaHHs; 2) KOHKPETHI oreparii 3 po3ciiAyBaHHs B iHTEpHETI. K0 OHIaiH-pO3-
CIIAYBaHHS € YACTHHOKO OUIBIII IIUPOKOTO PO3CIiAyBaHHS 3 BUKOPUCTAHHIM TPATUITIHHUX
METO/IB, TAKHX SIK B3SATTS MMOKa3aHb CBIAKIB 200 30ip peuoBUX JOKAa3iB, MJIaH OHJIANH-PO3CIi-
JyBaHHSI CJIi/1 BKJIFOYUTH JI0 OCHOBHOTO TUTAHY PO3CIiTyBaHHS;

4) ecmarnosnenHs NONMuUKY Wooo 30epediceHts Oanux, 6UOANeHHS OAHUX, 0OCMYNY 00
O0anux ma oOMiHy HUMU, nepul Hidc 30upamu ma 36epicamu iHghopmayiro [5].

BignosinHo 1o a63amy apyroro 4. 2 ct. 237 KIIK Ykpaiau orsia KoM I0TepHHUX Aa-
HUX TIPOBOAMTHCS CIITUYMAM, MTPOKYPOPOM, a TAKOXK Ji3HaBayeM, SIKHi 3rigHo 3 4. 1 cT. 401
KIIK Ykpainu npu 31iiiCHeHHI J1I3HAHHS HAIISETHCS TOBHOBAXECHHSIMH CIIITYOTO [7], 1IIs-
XOM BiJJOOpaX€HHS y MPOTOKOII OISy iH(pOpMaLii, IKy BOHH MICTATbh, y (popMi, IpuaaTHIH
JUTSL CIPUMHSTTS 1X 3MICTY (32 IOTIOMOTOI0 €JIEKTPOHHUX 3ac001B, (DOTO3HOMKH, BiZICO3aITUCY,
3MOMKHM Ta/abo0 Bieo3anucy eKpaHa ToIlo ado y naneposiit popmi).

CyTHICTB OISy SIK OAHOTO 31 CIIOCOOIB BUABICHHS Ta (iKcallil BiToMOCTel 100 00-
CTaBHH BUYMHEHHS KPUMIHAJIBLHOTO MPABOIMOPYIIEHHS Ta 3MICT ab3aity npyroro 4. 2 ct. 237
KIIK Vkpaiau BKa3yrOTh Ha Te, IO «IIiJ] Yac OISy KOMIT IOTEPHHUX JAHHUX YIIOBHOBAa)KEHI
0CO0M MalOTh OCOOMCTO CIIPUUHSATH 3MICT ayi0Bi3yaJIbHOTO BUpa3y KOMIT IOTEPHHX JaHUX i
B1J100pa3uTH MOTO Y MPOTOKOJII IPOIIeCyaIbHOI Jii Ta JoaaTKax 10 HbOTO y (hopmi, MpuaaTHIi
JUTSL CIIPUMHSATTS TaKOTO 3MICTY 1HIIUMU JTOAbMU. J{71s1 6e3mocepeAHhOr0 CIPUNHSATTS JIFOIH-
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HOIO KOMIT FOTEPHI JIaHi, 110 MICTSTh TEKCT, 300pakeHHsI, 3BYKH I 1HIII aymioBizyaabHi (hopMH
iH(dopmartii, MOXXyTh OyTH BIATBOpPEHI Yepe3 MPUCTPOi BUBEICHHS JaHUX (€KpaH, aymaionpu-
CTpOi, MPUHTEPH TOIIIO), & KO, III0 MICTUTh AITOPUTMH Jiil, MOXKe OyTH BUKOHAHO (3alyIIeHO
nporpamy)» [3].

3rigno 3 4. 3 ct. 237 KIIK Vkpainu a1 yqgacTti B orisiii Moxke OyTH 3ampoIieHui morep-
UMM, T1103pIOBaHUM, 3aXMCHUK, 3aKOHHUHN MPECTABHUK Ta 1HIII YYaCHUKH KPHUMiHAJIbHO-
TO MPOBAPKEHHS. 3 METOIO OJIEp>KaHHS JIOTIOMOTH 3 MUTaHb, IO MOTPEOYIOTh CHeLiadIbHUX
3HaHb, CIIIYHA, TPOKYPOP IS YUacTi B OISl Moke 3anpocutu cremiamicTiB. TooTo KITK
VYkpainu He nependayae 000B’A3KOBOI yyacTi crieniaigicTa mij yac 31iHCHeHHs CIIUuM, Mpo-
KypOpOM OISy KOMIT IOTEpHHUX JaHHUX. AJie CIiji BpaxyBaTH, 10 3rijHo 3 4. 4 c1. 99 KIIK
VYkpaiau kxonii iHopmarlii, y TOMy 4uCIi KOMIT FOTEPHUX JTaHUX, SIKI MICTATHCS B 1H(pOpMa-
[iIfHUX (aBTOMAaTU30BAHUX) CHUCTEMAX, €JIEKTPOHHUX KOMYHIKAIIHUX cucTeMax, iH(popMma-
IITHO-KOMYHIKAI[IfHUX CHCTeMax, KOMIT FIOTEPHUX CHCTEMax, BU3HAIOTHCS CYJOM SIK OPHTi-
HaJl JOKYMEHTa 32 YMOBH, SIKIIIO BOHM BUI'OTOBJIEHI CIIIYMM, IIPOKYPOPOM 13 3aJIy4EHHIM
cneuianicra. Okpim Toro, 4. 2 ct. 71 KIIK Vkpainu nependavae, 1mo mia yac J10Cy10BOIO
PO3CITiTyBaHHSI CIICLIATICT MOXKe OyTH 3allydeHUi Uil HaJlaHHs 0e3MoCepeHhOi TEXHIYHOT
norioMor# (pororpadyBaHHs, CKJIaJICHHS CXEM, TJIaHIB, KPECJICHb TOI0) CTOPOHAMH KPUMI-
HaJIbHOTO TpoBakeHHs. Takox 3rigHo 3 4. 1 cT. 41 KIIK VYkpainu ciaiguuit Moxe TOpydnTH
NPOBENICHHS OISy CalTIB, IHTEPHET-PECYPCiB, BiICO Ta IHIIUX BiIOMOCTEH, pO3MIILICHHUX Y
Mepexi «[HTepHeT», mpaliBHUKY ONEPaTUBHOTO T1PO3LTY, IKHI BOJIOAIE 3HAHHAMU Y cdepi
iHpOpMaLIHHUX TEXHOIOT1H.

Pestomyemo, B Hopmax KIIK Vkpainu nependaueHo:

- OIJIAJT KOMIT IOTEPHHUX JIAaHKMX SIK OJIMH 13 CIIOCO0IB BUSBICHHS Ta (hikcallli BiJoMOCTeH
1110710 00CTaBUH BYMHEHHS KPUMIHAJIBHOTO MPAaBOMOPYILIECHHS;

- CJII4MA, Ji3HaBa4, MPOKYPOP, MPALIBHUK ONEPATUBHOTO IiIPO3AUTY 32 JOPYUECHHSIM
CJIITY0TO, YIIOBHOBaXKEH1 Cy0’ €KTH 3 MPOBEACHHS OISy KOMIT IOTEPHUX JIaHUX;

- MOXKJTUBICTb 3aJTy4€HHS CI1IYMM, IPOKYPOPOM CIIeLiagicTa 3 METOI0 O/IepKaHHs J0MO-
MOTH 3 IUTaHb, II0 MOTPEOYIOTH CTIEiaIbHUX 3HAHb IS IIPOBEACHHS OISy KOMIT IOTEPHUX
JAHUX Ta HaJIaHHs TEXHIYHOT oroMoru i yac nposeaeHas CP/I;

- BUTOTOBJICHHSI KOIii iH(OpMAIIil, y TOMY YHCIII KOMIT IOTEPHUX JAHUX, 110 MICTUTHCS
B iH(pOpMaIitHUX (aBTOMATU30BaHUX) CUCTEMAX, €IEKTPOHHUX KOMYHIKAIlIHHUX CHCTEMaXx,
1H(}OopMaIiTHO-KOMYHIKAIlIMHIX CUCTEMax, KOMIT FOTEPHUX CUCTEMaX CIIITIUM, IPOKYPOPOM
13 000B’A3KOBUM 3aJly4yeHHSIM creniaicTa (110 € YMOBOIO BHU3HAHHA iX Cy/IOM SIK OpHUTiHAN
JIOKYMEHTA);

- popmy BimoOpaxkeHHs 1H(MOpPMAIIii, sSIKy MICTATh KOMIT IOT€pHI JjaH1, sika Ma€ OyTH TpH-
JATHOIO JJIsi COPUMHATTS 1X 3MICTY;

- MOYKJIUBICTh BUKOPUCTAHHS €JIEKTPOHHUX 3aCc001B, (POTO3HMOMKH, BiJICO3aIUCY, 3HOMKHI
Ta/a00 BiJie03anucy ekpaHa ToIo ado B manepoBii Gpopmi sk criocodu ¢ikcarrii KoM 1oTep-
HUX JIaHUX.

OnHUM 13 OCHOBHHUX €TaIliB MPOIECy PO3CIiTyBaHHS 3 BUKOPUCTAHHS MarepialiB 3 Bij-
KPUTHX JDKEpEN € 301p Takux marepiaiiB, skuii BianmosiaHo 1o ct. 223 KIIK Ykpaiau 3miic-
HIOEThC HIIsIXoM nposeeHHs CP/l, y nboMy Bunaky mijJ yac Onsy.
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V IIpotokomi bepkii 36ip BU3HAYSHO K aKT 3aBOJIOAIHHA 1H(QOpPMAIIIEIO B IHTEPHETI 32
JIOTIOMOTOI0 3HIMKa eKkpaHa, koHBepTarlii B PDF, ekciepTHoro 3aBaHTakeHHs 4M 1HIIOL (op-
MU 3axoruieHHs. [licns Toro, sik nndpoBuii KOHTEHT Oy/e 11eHTH(IKOBAHO Ta BU3HAHO Bi/O-
BiJTHUM JUJISl PO3CITiTyBaHHS Ta prima facie BiMOBITHUM 1 HAIIWHUM JIJISI CBOET METH, CITi YN
MOBMHEH BU3HAYUTH HaJICKHUIM MeTo] 300py. MeToau 300py MOXKYTh 3MIHIOBATUCS 3aJIE)KHO
BiJ] TOT0, YU Ma€ OHJIAHH-KOHTEHT MOTEHLIHHY JJOKa30BY CUILY, UM BiH Oy[e BUKOPUCTOBYBa-
TUCS JJI IPUHHSITTS PIllIeHb, Y BiH Oy/e CIPHSITH JUIIC BHYTPIIIHEOMY MPOAYKTY poOo-
TA. Y BUMAJKAX, KOAU UOEmMbCs NPOCHO NPO poOOUULl NPOOVKM, Modice Oymu 00CmamHbo
ckpinuwiomy abo nepemeopennsi 6 PDF, Toal sIK BMICT, KM Ma€ MOTEHLIHHY TOKa30BY CUILY,
BUMarae OUIbII pemenbHo20 ma 00IPYHMO8aH020 Memody 360py (HAPUKIA, IUISIXOM TpH-
3HAYEHHS 3HAYCHHS Xemy) [5, ¢. 86].

30ip OHJAMH-KOHTEHTY MOXKE€ 3/1MCHIOBATUCS BPYUYHY 3@ CTAHAAPTHOIO OIEpaliifHOI0
IPOIIEAYPOr0 a00 OyTH aBTOMAaTU30BAHKM 32 JIOTIOMOTOK0 PI3HOMAHITHHX 1HCTPYMEHTIB.

BxaziBku momo toro, sk 1 ki nudposi mMarepiaau 30upaTH 3 BIAKPUTUX HKEpes, Ha-
BezieHo B 1. 155 poszainy VI IIporokony bepkii [5]. Hapasi BoHu ciayryoTh MiHIMalbHUMU
CTaHJApTaMH U HAJaHHS JI0Ka3iB A0 cyay. Kepyrouncs numu BkasiBkamu nig yac 300py
un¢poBUX MaTepiaiB i3 BIAKPUTHX zKepeJI CJIi14i MOBUHHI:

1. 3anucaTu Bedaapecy 3i0paHOr0 KOHTEHTY, TAKOX BIZOMY SIK €IUHMIA JIOKAaTop pe-
cypciB (URL) a6o inenTudikarop (URI).

2. 3axonutu Buxiguuii kog HTML BeGcTOpiHKH, SKIIO 116 MOXJINBO. BuUxigHuit Kox
HTML mictuth Habararo Ounbliie iHpopmalii, Hixk BUANMAa 4acThHa BeOcalTy. Buxinuuii kon
HTML cnpusitume aBTeHTH(IKAIT 310paHOTO MaTepiay.

3. 3aXonuTH BCIO CTOPiHKY, SIKA OISIA€TbCs. 3pOOUTH 3HIMOK €KpaHa IIJTLOBO1 BEO-
CTOPIHKH 13 3a3HAYCHHAM JaTH Ta 4yacy. O3HayeHUi MpoLec Moysrae B ToMy, 00 OXOMUTH
Bce mobaueHe i gac 300py.

4. 3iopaTu BOynoBani myjasTuMeiitni ¢aiiinu. Hanpukian, skimo 3aBaHTaXyHOTh BEO-
CTOPIHKY 3 BiZieo a00 300paKeHHSIMH, 11i KOHKPETHI €JIEMEHTH TaKOXK CJIi1 BUTATTHU Ta 310patu
3 BEOCTOPIHKH.

5. 3iopaTu BOy10BaHi MeTajaHi, KO BOHU € Ta 3aCTOCOBHI. MeTaaHl MOXYTb 3Mi-
HIOBATHUCS 3aJI€KHO BiJl JDKEPEJI, ajle 3arajibHi MeTaJaHi BKIOUAOTh 1ICHTU(DIKATOP KOPUCTY-
Baua 3aBaHTa)KyBaua; iIeHTU(iKaTop ImyOmiKalii, 300paXeHHsI 9H BiJIe0; AaTy Ta 4ac 3aBaHTa-
KEHHST; TEOTET; XEIITET; KOMEHTapi; aHOTAIIIIo.

6. 3iopaTn KoHTekcTya bHi AaHi. KOHTEKCTHHIT KOHTEHT TaKOX CIiJ 30MpaTH, SKIIO
BiH Ma€ 3HAYEHHS IS PO3yMIHHS IIU(PPOBOTO eleMeHTa. BOHH MOXYTh BKIIIOYaTH KOMEH-
Tapi 0 BiJ€0, 300paKeHHS M MyOJIiKaIlii; mepeadoadaTr 3aBaHTaXeHHs 1HpopMmarlii; Ta/abo
iHpoOpMaLlil0 MPO 3aBaHTAXKyBaya/KOPUCTyBaya, TaKy SK iM S KOPUCTyBada, CIPABKHE 1M’s
yn Giorpadiro. HeoOxigHicTh 300py HABKOIMIITHBOT iHGOPMAILTiT CITiJ] BU3HAYUTH 3 OINISATY Ha
crieniiiky BUTIAAKY Ta MUGPOBOTO MaTepiay.

7. 3anucaTu Bci BianoBigHi gaHi (maHi 300py), sIKi CTOCYIOThCS 300Dy, Taki K iM’s
30upada, [P-agpeca mammHH, siKa BUKOPUCTOBYEThCS i 300py iHdopmarii, BipTyaibHa
0COOMCTICTh, 32 HASIBHOCTI, Ta MiTKa 4acy. CIii4i MatOTh IEPEKOHATHUCS, IO CUCTEMHUH TO-
JUHHUK TOYHUH, O0akaHO, IUIAXOM HOro CUHXpOHI3allii 3 cepBEpOM MEPEKEBOI0 MIPOTOKOILY
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qacy. [[ppanHOI0 IFOTO KPOKY € 3a0€3MEeYeHHs TOT0, 1100 METaAaHi, OB’ 3aHi 3 4acoM, OyJIH
TOYHO TIPEJICTaBIIeH] B 310paHux dainax. Ao ais noctymny 1o 3106panoi iHdopmariii BUKO-
PHCTOBYETHCS BipTyalbHa OCOOUCTICTb, 1€ CII1/1 3a3HAUUTH.

8. lonaTu xem-3HavyeHHs. XeNI-3HaueHHs — 1€ YHiKanbHa popma nudpoBoi ineHTudi-
Karlii, sika 3a I0MOMOror Kpunrtorpadii marBepaKye, Mo 310pannii KOHTEHT € YHIKJIbHHUM 1
He 3MIHIOBaBCs 3 MOMEHTY 300py. Ha MoMeHT 300py ciiaui, 110 MPOBOJSATH PO3CIiAyBaHHS 3
BUKOPHCTAaHHIM JaHUX Y BIIKPUTOMY JOCTYIIi, IIOBUHHI BPYYHY JOIATH — IHCTPYMEHT 30U-
paHHS — aBTOMAaTUYHO JOAATH — 3HAYeHHs Xemry. [cHye 0e3iiu pi3HUX THUIIIB XeIiB, 1 CTaH-
JapTu 3 4acoM 3MiHuucs. Caiadui MaloTh OLIHUTH, IKUN Xelll BAKOPHUCTOBYBATH, 3BayKalOuu
Ha IPUIHATUHN Ha 1Iell MOMEHT cTaHaapT [5].

[[{o6 Bu3HAYMTHUCS YK BapTO 30MpaTH MUPPOBHUI MaTepia i3 BIAKPUTUX KEPET MEPEKi
«IHTEepHeTY, criaul, SIKi MPOBOJATH PO3CIiAYBaHHS 3 BUKOPHCTAHHAM TaKUX Marepialis, no-
BUHHI 8paxysamu maxi paxmopu:

1. Penesanmuicmo. Yn € mudpoBUil €I€MEHT BIAMOBIIHUM JJIsI KOHKPETHOTO PO3CIiTy-
BaHHS?

2. locmosipuicms. Un € iHpopMariis moao nudpoBoro KOHTEHTY TocToBipHOO? Lle
MOXKE BKJIFOYATH IEPEBIPKYy METAJaHUX Ta CIpoOy BUSBICHHS IEPIIODKEpea MaTepiary
noB’s13aHoi iH(popMmarii Ta pxkepena [5, c. 85-87].

3. Budanenns. Un € AIMOBIpHICTh BHIAJICHHS IU(POBOTO €IEMEHTA 3 IHTEPHETY YH 3a-
rajgpbHOro focTymy? SIKIo Tak, moTpiOHO 310paTn HaWHAIHHINTY BiOMY BEPCItO.

4. bezneka. Yun 6e3ne4Ho 301patu LU(ppOBUI €JIEMEHT, YU MOXKHA 1 BApTO BKUBATU J10-
JIATKOBUX 3ax0/iB Oe3nekn?

5. looanvuwi 06086 ’si3xu. Caigdi, Ikl MPOBOJSATH PO3CIIITyBaHHS 3 BUKOPUCTAHHSIM JTaHUX
y BIIKPUTOMY JTOCTYIIl, MalOTh BU3HAYMTH, SIKI 3aX0/IM HEOOX1AHO Oyne BXKHUTH, HAPUKIA,
10710 30epekeHHs u(POBUX Marepiamis [5].

VY Ilporokoni bepkii «30epekeHnst MUGPOBUX MaTepiaaiB» mepeadadyeHo K OHH 13 OC-
HOBHUX €TaliB Mpolecy po3ciigyBaHHs. [IoCTiiHICTh 1 JOCTYNHICTh iH(OpMaIlii B IHTEpHETI
9acTo € HeCTaOUTFHUMH Yepe3 Te, IO MIaTGOPMH COLIaTbHUX MeZia MOXKYTh BUAAJSTH KOH-
TEHT 31 CBOIX MIaTGOopM BIIMOBITHO 10 YMOB BUKOPUCTAHHSI, 200 KOPUCTYBadl MOXKYTh BHU-
OupaTH BUJAJICHHS a00 pearyBaHHs BIACHOTO 3aBaHTa)KEHOTO KOHTEHTY. Kpim Toro, iHpop-
MaIlifo B IHTEPHETI MOXKHA JIETKO JICKOHTEKCTYali3yBaTu, BTPATUTH, CTEPTH a00 TOIMIKOTUTH.

Tomy, eadxciuso, wob crioui nio yac pobomu 3 yughposumu mamepiaiamu 3 GIOKPUMuUX
0dicepert BHCUNU BCIX HATIEHCHUX 3aX0018 0l 30epediceHHs iX enacmusocmeri ynpooostc Heoo-
XIOHO020 Yacy 0151 KPUMIHATIbHO20 NPOBAONCEHHS.

Ha mymky apXiBiCTiB, BIaCTUBOCTI IIUGPOBOTO €IEMEHTY, SIKMM MOTPIOHO OXOPOHSITH
Ta 30epiratu 3 MIXHOM 4acy, BKIIOYalOTh HOTO aBTEeHTUYHICTb, JOCTYIHICTh, 1IEHTUYHICTD,
CTINKICTh, MOXKIIUBICTD BiIOOpa’KEHHS Ta 3PO3YMLIICTb.

IHmuMKY BaKJIMBUMHU MUTAHHAMM, AKi MOXKYTh BUHUKHYTH IIiJl 4ac nmpouecy 30epe-
JKeHHS, €:

1. Jlanyioe 3abes3neyenusn 30epediceHss — XPOHOJIOTIUYHA JOKYMEHTAIIISl MOCIIIOBHOCTI
I 30epiradiB iH(oOpMaIlii Yu JOKa3iB, a TAKOXK JTOKYMEHTAalllsl KOHTPOJIIO, JaTH Ta 4acy, Ie-
penadi, aHai3y Ta pO3MOPSAIKEHHS TAKUMH TOKa3aMHu.

2. loxazosea xonis — un(poBUi eNeMeHT, 310paHuil CIiauuM y HOro NepBUHHOMY BH-
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IS, IKUE He BapTo 3MiHIOBaTd. [{udpoBi enemeHTrH moTpiOHO 30€piratu B OpUTiHAITEHOMY
Buriszi. Lle o3Hagae 306epeKeHHs YUCTOTO OPHUTiHATY 310paHOro UG POBOTO EIEMEHTA B YCIX
dopmarax, y sskux BiH OyB 310paHuil.

3. Poboui xonii — xomist a60 Korii Hu(ppoBOro eIeMEeHTY, SIKi MOTPiIOHO CTBOPUTH IS
iJIeH aHaizy Ta 30epiratd OKpemMo, 00 CJIiI491 MOIJIM MPAIlOBaTH 3 KOIE, a HE 3 OPUTI-
HasioM. Lle 1ae 3Mory MiHIManbHO 0OpOOIATH OpHUTiHAJ 1 3MEHIIYBAaTH PU3UK HOTO KOMITPO-
MeTarii abo 3MiHH. Bymb-gKi 3MiHH JJO €JIEMEHTY, BKIIOYal09l BUTOTOBIICHHS KO, MalOTh
OyTH 3aJJ0KyMEHTOBaHI1. SIKIII0 MOXJIMBO, BAPTO BUKOPHUCTOBYBATH OKPEMi CHCTEMH 30epiraH-
HS1 U151 JOKA30BUX KOTIiH Ta poOOUMX KOTii.

4. 36epicanns, Mo nornoMarae 3a0€3MeYUTH TOBIOTPUBAIICTh HUPPOBUX EIEMEHTIB Ta
MOKJIUBICTB iX MONIYKY Ta BiIHOBJICHHS. 30epekeHHs MU POBOro Marepiaiy Tak, moo 30e-
perTu Horo aBTeHTUYHICTh 1 IOKYyMEHTYBATH JIAHIIIOT 3a0e3MeueHHs 30epeKeHHs, 301TBIIHNTh
HMOBIpHICTB TOTO, IO BiH MOKe OyTH NMPUHHATHH K T0Ka3 y cyai [5, c. §89-91].

OTtxe, 3Bakaroun Ha nosiokeHHs [Iporokony bepkii, Hopmu KIIK Vkpainu, sxumu me-
pendaveHo MiJICTaBU, MOPSIOK MPOBECHHS OMNISAY KOMIT IOTEPHUX JaHUX, BU3HAUYEHO yIOB-
HOBa)XCHUX cy0’ekTiB Ha npoBeaeHHs 1iei CPl, a TakoX 1HIINX yYaCHHUKIB KPUMIHAJIHHOTO
MPOBA/KEHHS, K1 MOXKYTh OyTH NMPUCYTHIMU i1 9ac nposenenHs miei CPJI, Tomo; ocobnu-
BOCTI Oprai3aii 1 TAKTMKH [TPOBEICHHS OIVIsAly KOMI FOTEPHUX JIaHUX, Oy BeOpecypciB
TomIo, siKi po3kputo B mparsx A.B. Kosanenka [2; 3; 9], mopsiok BUSBICHHS, BUITYYCHHS
Ta JOCHIDKEHHS TU(POBUX (€JICKTPOHHMUX) CIII/IIB, BU3HAYCHUH Y HABYAJILHOMY MOCIOHUKY
«Kpuminanictuka: kpuMiHanicTuuHa TexHika» [10], mig yac omaay undpoBux Martepialis 3
BIJIKPUTHUX JKEPEIl HPONOHYEMO CIOUUM OOMPUMYBAMUCT MAKUX PEKOMEHOAYIIL:

1. 3a3HayeHuit BU OIVISAY MOXKE 3MIMCHIOBATHCS CIIITIUM (TIpU HEOOX1THOCTI 13 3aiy-
YEHHSM CIIeLiallicTa) y Cly*K00BOMY KaOiHETI 3 BUKOPHCTAaHHSIM CIy>KOOBOTO KOMII'IOTEpa,
Ha SIKOMY BCTAHOBJICHO JIICH31ITHE TporpamMHe 3a0e3eueHHs Ta OPraHi30BaHO JOCTYII 10 Me-
pexi «[HTepHEeTY, 13 3aCTOCYBaHHAM TEXHIYHHMX 3ac001B ¢ikcalii (IKII0 B IIbOMY € TIOTpeda).

2. Ilepen moyaTkoM OITISTY:

- IpH HEOOX1AHOCTI BXKHUTHU 3aX0/iB Oe3neku podoTH 3 HUPPOBUMH MaTepiaamMu;

- y Opay3epi MarOTh OyTH BIJKIIIOYEHI BC1 JOJATKUA Ta HAIOYIOBH, 110 MOXKYTh 3MIHUTH
BUIJISA] BEOCTOPIHKH, SIKA OIVISIAETHCS;

- CJIJI MAKJTIOYMTH 1 HAJIAIITYBAaTH BC1 TEXHIYHI 3ac00H, sIKi OyIyTh BUKOPHCTOBYBATUCS
T1]T 9ac OIS Y.

3. Yepes nomrykoBuii cepic/noaatox (Hanpukian, «Googley, «Telegram Desktop» Tomo)
IIJSIXOM BBEJICHHS Y TIOIIYKOBY CTPIUKY 3alUTy 3IIHCHUTH MOIIYK HEOOXiaHOT iH(popMartii.

4. [lepen mouatkom omisiTy BeOCTOpiHKa Mae OyTu MaciiTaboBaHa y Opay3epi Ha ITOBHHI
po3mip (100%).

5. Oy Ta onucy MiUIsraloTh Juie Ti IudpoBi MaTepiany, siKi MarOTh 3HAYEHHS /IS
KPUMIHAJIBHOTO MPOBAKEHHS.

6. Oz 3HalieHoT BeOCTOPIHKY 31HCHIOETHCS IUIAXOM 0€3M0CePEeAHbOTO CIIPUIHSIT-
TS CIIAYUM po3MillleHoi Ha Hii iH(opMmarii (Bi3yaJlbHOTO Ta aylioBi3yaJbHOTO BHPAKEHHS
KOMIT' FOTEPHHX JaHUX IMCIIA 1X 1HTepIpeTarlii 3acobaMu KOMIT FOTEpHOT TEXHIKH).

7. Mae Oytu 3xilicHeHe TMOBHE 30€pekeHHS ONISIHYTOI BEOCTOPIHKU 3a JIOIOMOIOIO
Oynb-sxoro Opaysepa (Google chrome, Firefox, Opera Tomo).
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8. Y pesynbrari 30epekeHHs BEOCTOPIHKH YTBOPIOETHCS (Daiiil 3 Ha3BOIO 30€peKeHOT CTO-
piHku 13 posmmpenHsM « HTMLy 1 manka, B sIKiii MICTATBCSI aBTOMaTHYHO CTBOPEHI (paitim
Ii€1 CTOPIHKH.

9. 3a 1ONOMOTrOI0 IHTEPHET-PECYPCiB, MPU3HAYCHUX JJIS apXiBallii ¢ailniB (Hanpukiaz,
«archive.today», « Wayback Machine» To1110), 3711iiCHIOETBCS apXiBallisi TOTPIOHOT CTOPIHKH.

10. IToTpiOHO 3pOOUTH CKPIH KOXKHOI OTJIIHYTOI CTOPIHKH, SIKUI PO3MILTYETHCS B IPOTO-
KOJIi OTJISIAY TICTs 11 OTHCY.

11. KpiM OCHOBHHMX KOMII'IOTEPHHX JaHUX, KPUMIHAJIICTUYHO 3HAYYIly iH(OpMAIIiio
MOXKYTh MICTUTH W Tak 3BaHi MeTaJlaHi (B JaBHBOTPEILl. LETE — MICTs, 32 MEXaMH i aHIII.
data — mani) — mogarkoBa iH(opMarlis, MO XapaKTepu3ye OCHOBHI HaHi ((paila «KOHTeHHEep»
JAHUX, KaTaJor 1HJeKcallil JaHuX) Ta 30epiracTbCsi pa3oM 3 OCHOBHUMH JaHUMHU YU OKPEMO
Big HuX. [lepermik i 3MICT MeTalaHuX 3aJeXaTh BiJl popMaTy OCHOBHUX JaHUX, ONEPAIliifHOT
CHCTEMHU, TUIY (ailily Ta IporpaMHOro 3a0e3MeUYeHHs, 3 IKUM (aiin acomiioBano oo [9].

B omepamiiinux cuctemax Microsoft Windows mMeranani (aitiry MoxxHa BigoOpasuTH
Ha eKpaHi 3a KJIIKOM IO HbOMY MpaBOI0 KHOMKOK MHUIII Ta BUOOpoM omiii «BracTuBocTi».
OCHOBHUMH METaJIaHUMH MOXKHA BBaXKaTH po3Mip Qaiimy (Mipa KUIBKOCTI JaHUX, 0a30BOIO
OJIMHUILICIO € 0alT), Ha3BY, pO3IMIMPEHHS Ha3BU (Hanpukias, *.doc, *.exe), Ha3By acoliioBa-
HOT'O IIPOTPaMHOTO 3a0e3MeueHHs, KaTajaor po3TallyBaHHs, 4YaCc CTBOPEHHS, Yac OCTAaHHbOI'O
penaryBaHHs, 4aC OCTAaHHBOTO BiJIKPUTTS, KUIbKICTh PEAAKIIIH, HaliMEeHyBaHHS KOPHCTYyBaua,
SIKUW CTBOPHB UM OCTaHHIM pezarysas ¢aiin tomo [10].

HaBezneni ocHOBHI MeTa/iaHi MiUIATal0Th 000B’I3KOBOMY JTOCIIIKEHHIO Ta (PiKCYyBaHHIO
i1 Yac MpOBENEHHS OIVIsIy KOMII IOTEPHUX JaHuX. B OkpeMuX BHIMaaKax JOCIIIKEHHIO Ta
(hiKCYBaHHIO TAKOXK MIISATAIOTh OUTBIN crienudidHi MeTagaHl, IpuTaMaHH1 JEIKUM Pi3HOBHU-
JaM KOMIT roTepHux QaiiniB. Tak, A0Ka30Be 3HAYCHHsS] MOXYTh MaTH METaJlaHi, XapakTepHi
JUIs TEKCTOBUX (haiiiniB, 300paskeHb, aylio- Ta BineodaiiniB, BUKOHyBaHUX (aiimiB Tomio [9;
10].

12. 3a 70MOMOro10 MPOTrPaMHUX 3ac001B, SIKI BUKOPUCTOBYIOTHCS IS BUBUCHHS PI3HUX
METaJlaHMX 1 € Y BIIKPUTOMY JOCTYII B Mepexi «/HTepHeT», MPOBECTH aHalli3 HEOOXiTHUX
(haiimis.

13. 3a3HaunTH B MPOTOKOIII TOCHIIAHHS, 32 IKHUM PO3MIILIEHO «3BIT aHATI3y METaIaHUX».

14. TlepeiiTi 32 MM TIOCHJIAHHSM Ta 3pOOUTH 3HIMOK €KpaHy, Ha SIKOMY BiI0OpaXKeHO
3BIT aHaJI3y, i PO3MICTUTH HOTO 3a 3MICTOM y OMUCOBIM YaCTUHI ITPOTOKOIY.

15. Y pa3i notpebdu 3a nonomororo nporpamu «Rapid CRC Unicode 0.3.37.0» npoBectu
XEITyBaHHs OTPUMAHOTO (hailiry 3 METOI0 OTPUMAHHS XelI-Koay (anroputM sha256).

16. 3pobuTH 3HIMOK €KpaHy ¥ PO3MICTUTH HOTO 32 3MICTOM y OIUCOBIM YacCTHHI IPOTO-
KOJTy/0(hOPMUTH 10IaTKOM JI0 TIPOTOKOIY.

17. CxomniroBaru 1udpoBi MaTepianu Ha HOCIH iH(opMmarii, Ipo 1m0 3a3HAYUTH B MPO-
TOKOJI1 OTIISILY (OOYiNbHO 3p0OUmMuU KibKa KORNil 30epexcenoi 6e0CMOpPIHKU 0 Mo2o, woo
8Mpama yu NOUKOOINCEHHsL OOHIET 3 HUX He Npu3eena 00 empamu Mamepiany 63a2aii.

18. Hudposuit HOCiH iHPOpMAIii, Ha KUK OyIO CKOMIMOBAaHO OIISIHYTY iH(OpMAILiio,
Mae OyTH HAJIC)KHO YITaKOBAHUM, 3aCBIAYCHUIM IT1IMTUCOM CJIITYOTO Ta IHITUX YYACHUKIB CIIiJI-
401 (pO31IyKOBOT) Jii, Ta BAKOPUCTOBYBATHCS K JIOIATOK IO B1IMOBIHOTO MPOTOKOIY.

19. TIpu BukopucTaHHi TexHIYHOTO 3aco0y ¢ikcanii CP/l, micns 3akiHueHHs i1 mpoBe-
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JICHHS CJI1/1 BIITBOPUTH 3aIMC 32 YYaCTIO BCIX YYaCHHUKIB CiI40i (PO3IIyKOBOT) [ii, PO 110
3a3HAYUTH B IPOTOKOJI OTIIALY.
20. 3nificHuTH (iKCYyBaHHS OISy HUPPOBUX MaTepiaiB.
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SPECIAL FEATURES OF THE BERKELEY PROTOCOL FOR REVIEWING
OPEN SOURCE DIGITAL MATERIALS ON THE “INTERNET”

The article is devoted to clarifying the essence of reviewing digital materials from open
sources of the “Internet” in criminal proceedings. Based on the analysis of the provisions of
the Criminal Procedure Code (CPC) of Ukraine regarding the review of computer data, the
author states that the provisions of the CPC of Ukraine provide for: review of computer data
as a means of identifying and recording information pertaining to the circumstances of a
criminal offence; investigator, inquirer, prosecutor, employee of an operational unit acting on
behalf of the investigator, and authorised subjects for the review of computer data; the option
for investigators or prosecutors to engage a specialist to assist in matters requiring specialised
knowledge, such as the review of computer data and the provision of technical assistance
during the conduct of investigative actions; the copying of information, including computer
data, contained in information systems, electronic communication systems, or information and
communication systems, by an investigator or prosecutor with the obligatory involvement of a
specialist (which is a condition for their recognition by the court as an original document); form
of display of information contained in computer data, which must be suitable for perception of
their content; the possibility of using electronic means, photography, video recording, screen
recording and/or video recording, etc. or in paper form as a way of recording computer data.
It 1s stated that the essence of investigative and search actions of inspection as one of the
ways to identify and record information regarding the circumstances of a criminal offence and
the content of the Second Paragraph of Part 2 of Article 237 of the CPC of Ukraine indicate
that “during the inspection of computer data, authorized persons must personally perceive
the content of the audiovisual expression of computer data and reflect it in the protocol of
procedural action and its annexes in a form suitable for perception of such content by other
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people. For direct human perception, computer data containing text, images, sounds and other
audiovisual forms of information can be reproduced through data output devices (screen,
audio devices, printers, etc.), and code containing action algorithms can be executed (run a
program)”. The article emphasises the importance of meticulous preparation for the review of
digital materials sourced from open Internet resources. The authors puts forth a procedure for
investigators to follow when reviewing digital materials from open sources.

Keywords: criminal proceedings, pre-trial investigation, proving, evidence, investigator,
inspection, computer data, digital information, digital materials from open sources, (electronic)
digital evidence, digital data, open sources of digital information, Burkley Protocol.
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